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How did I get involved in Cybersecurity?
• Background in process control and automation

• Worked for USACE in Hydropower

• Became DoD 8570 certified as IAT1 in 2015 (CompTIA Network + CE)

• System administrator on SCADA system in 2015



Dateline for Cybersecurity in DoD
• DoD Information Technology Security Certification and Accreditation 

Process (DITSCAP) was introduced in the 1990’s

• DoD Information Assurance Certification and Accreditation Process 
(DIACAP) was introduced in 2006

• Risk Management Framework (RMF) was introduced in 2014



What is cybersecurity? 
• Protecting of digital system to prevent unauthorized use, access, or 

interrupting operation
• How is this accomplished
• Have a framework that helps you deal with both attempted and successful cyber 

attacks
• Risk Management Framework for DoD

• Providing a hardened control system
• Limiting the types of media that can be introduced
• Closing unused ports

• Password protection

• Having policies in place for emergencies
• Having trained personnel in place to handle emergencies



How does cybersecurity apply to military 
construction?

• New construction and renovations of facilities add facility-related 
controls systems that transmit and store digital information

• Designers of Record are not responsible for getting a system the 
Authority to Operate (ATO) that would be on the System Owner (SO)

• Designers of Record are responsible for providing the System Owner 
(SO) a system that can be hardened and meets as many of the criteria 
for cybersecurity as possible



What systems do cybersecurity principles 
apply?

• BAS (Building Automation Systems)
• HVAC (Heating, Ventilation, and Air Conditioning)

• Lighting Control

• Fire Protection/Life Safety

• UMCS (Utility Monitoring and Control System)

• ESS (Electronic Security Systems)

• Other systems

• SCADA (Supervisory Control and Data Acquisition)

• ICS (Industrial Control Systems)



Example of why cyber needed in BAS



Another Example



What are the five steps of cybersecurity for 
designers?

• Work with the system owner to determine the C.I.A. impact rating of 
control systems in facility 

• Use the C.I.A. impact ratings to select the proper list of security 
controls

• Use the DoD Master Control Correlation Identifier (CCI) list to create a 
list of relevant CCI’s based on the C.I.A impact rating

• Categorize CCI’s and identify the CCI’s that require input from the 
designer or are the designer’s responsibility

• Include cybersecurity requirements in project specifications and 
documents



Work with the system owner to determine the 
C.I.A. impact rating of control systems in facility 
• What is C.I.A. 
• C – Confidentiality (restrictions of information access)

• I – Integrity (guarding against information modification or destruction)

• A – Availability (ensuring timely and reliable access)

• Prepare a list of control systems that are going to incorporated in the 
building including any communication protocols used.

• Ask the system owner to provide an impact rating for each control 
system on the project.



Use the C.I.A. impact ratings to select the 
proper list of security controls

• What are examples of controls
• AC – Access control
• AU – Audit and Accountability
• SC – System and Communications Protection
• There are a total of 18 families of security controls

• Where can these be found NIST SP 800-82r2 and UFC 4-010-06

• What is meant by families
• Access control is broken down farther
• AC-2 Account Management
• AC-3 Access Enforcement
• Etc.



Security Control Example from UFC



Use the DoD Master Control Correlation Identifier 
(CCI) list to create a list of relevant CCI’s based on 

the C.I.A impact rating

• Use the C.I.A. impact rating to list all of the CCI’s that are included

• Is the CCI the responsibility of the Designer or someone/something 
else?
• DoD Defined

• Non-Designer (System Owner)

• Platform Enclave (Standard IT equipment)

• Impractical

• Is the CCI applicable to a control system



Who or What is Responsible
• DoD Defined 
• Provided by DoD either in a policy or a prescribed value

• Designer
• Designer has some role in addressing this CCI

• Non-Designer
• Designer does not have responsibility in this CCI

• Platform Enclave
• Standard IT device implements this CCI

• Impractical
• The control system is not capable of implementing this CCI



CCI Example from UFC



Categorize CCI’s and identify the CCI’s that 
require input from the designer or are the 

designer’s responsibility

• Can the control system do what is required in the CCI?
• CCI-000048 states that the information system display’s the organization use 

banner.
• If the control system is capable of this include in UFGS specification
• If the control system cannot do this, lists the reasons and state that it is impractical

• If the CCI states “The Information System…” 
• The Designer will need to address these

• If the CCI states “The Organization…”
• The Designer may need to address this if STIGs or SRGs are involved



CCI example from UFC



What are STIGs and SRGs
• Security Technical Implementation Guides (STIGs)
• The actions needed to provide a hardened system for cybersecurity

• Usually on a particular software or firmware (CISCO IOS, SEL, Windows, etc)

• Security Requirements Guides (SRGs)
• The actions needed to provide  a hardened system for cybersecurity

• Usually on a generic system (Layer 2 switch, AAA)



Where do you get STIGs and SRGs



Example STIG (Schweitzer Engineering 
Laboratories SEL-2740S)



CCI-000778



Example SRG (Layer 2 Switch SRG)



CCI-001126



Include cybersecurity requirements in 
project specifications and documents

• Create a UFGS 25 05 11 for each control system that is included in the 
design

• Have a write up in the Design Analysis for each control system
• How was the C.I.A. impact rating was determined

• Description of the control system including any protocols used and whether it 
connects to a base wide system or not

• Attach list of CCI’s to the Design Analysis

• Attach checklist from ECB to Design Analysis (Optional)



What are the deliverables at each stage of 
design?

• ECB 2018-11 has a design checklist with items that are required at 
each level of design

• UFC 4-010-06 chapter 5 also lists additional deliverables



What is ECB 2018-11?
• ECB 2018-11 was released in August of 2018 

• It mandates the use of Mandatory Centers of Expertise (MCX) for 
USACE projects

• The Mandatory Centers of Expertise for Cybersecurity are
• Civil Works CICS-MCX in Little Rock District

• Military CSC-MCX in Huntsville



References
• DoDI 8500.01 Cybersecurity

• DoDI 8510.01 Risk Management Framework (RMF) for DoD Information 
Technology (IT)

• UFC 4-010-06 Cybersecurity of Facility-Related Control Systems

• ECB 2018-11 Control System Cybersecurity Coordination Requirement

• Component level Cybersecurity Directives (Example AFI 17-130)

• NIST SP 800-53r4 Security and Privacy Controls for Federal Information 
Systems and Organizations

• NIST SP 800-82r2 Guide to Industrial Control Systems (ICS) Security



Questions


